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Probability Estimation of the Risk of Specifying an Individual
Patient by Means of Medical Information

Akio NODA

(Integrated Human Sciences - Mathematics)

Abstract: Let us consider a group of N patients who have been treated in some hospital ( NV is taken to be
150000 in the case of the hospital affiliated to our university). By using medical information available
there, one can classify all patients into a large number of cells. If there exists some cell including only a
small number of patients, then each one in that cell has a possibility of being specified as an individual,
which might disturb his privacy. The author knows such a risk and its importance, thanks to Professor
Kimura in the department of Medical Informatics of our university.

The purpose of the present paper is to establish a probability estimation of the risk mentioned above, in
a simple setting of generalized birthday problem ([1]). Noting that the joint probability distribution of the
frequencies x; (j = 1,2,---,R ) placed in the j-th cell is given by the multinomial distribution, our task is to

compute o = P(x; < 5 for some j) which should be very small (less than 1% here). Appealing to the

R
Poisson approximation ([3]), we arrive at an excellent estimate & ™~ z 7/(/1j), where lj = E(x;) and
Jj=1

N
Y= Z— ¢*. By virtue of this result, we are led to construct a variety of examples {1} such that
prd s Y J

R
2 y(A)~1%
j=1
information, collected in our university and also in other universities.

< 0.001%, which would help us to investigate complicated real data sets of medical

Key words: Generalized birthday problem, Multinomial distribution, Poisson approximation, Probabil-

ity estimation of risk.
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(1-1)  P(X), e, Xy P D) = Pt DRt

X1 xp!
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(1-2) DA DO R 1Z, @"l{x,. <5}= L':Jl({xz,._l <5HU{x, <5}) rEEETTRICED, BRSNS
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F(%FR) bLFE LD ¢ y(13.55)= 0251112, y(13.475) = 0.265219, y(13.41) = 0.278062, y(13.295) =
0.302269, 7(13.245) = 03134160 =9 LT, ROKERICEET 5,
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(13.2,13.295), (13.245, 13.25) Z#E S NHIE. TSN T Dy DEFH y(4,) + y(4;) = 0.625981% % i1
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1. (B7 V) N=150000& L, 1=<a<100%a LIEBEICL 5T, a X 105 DRICERT 5,
A (A (1-5)D R (1-5)D TR E
12 7.60039 7.60259 7.59241 3

12.5 5.34551 534713 5.33945 3
13 3.74019 3.74137 3.73563 3
13.5 2.60434 2.60520 2.60094 3
14 1.80525 1.80587 1.80272 3
14.5 1.24604 1.24646 1.24418 3
15 8.56641 8.56958 8.55277 4
15.5 5.86725 5.86951 5.85731 4
16 4.00438 4.00597 3.99717 4
16.5 2.72386 2.72498 2.71866 4
17 1.84698 1.84776 1.84325 4
17.5 1.24865 1.24920 1.24599 4
18 8.41761 8.42140 8.39864 5
18.5 5.65935 5.66197 5.64590 5
19 3.79517 3.79698 3.78568 5
19.5 2.53885 2.54010 2.53218 5
20 1.69447 1.69533 1.68980 5
20.5 1.12842 1.12900 1.12515 5
21 7.49868 7.50266 7.47593 6
21.5 4.97303 4.97573 4.95724 6
22 3.29167 3.29350 3.28074 6
225 2.17473 2.17597 2.16719 6
23 1.43424 1.43508 1.42905 6
23.5 9.44272 9.44836 9.40708 7
24 6.20670 6.21049 6.18230 7
24.5 4.07324 4.07579 4.05657 7
25 2.66908 2.67079 2.65772 7
25.5 1.74643 1.74757 173870 7
26 1.14112 1.14187 1.13587 7
26.5 7.44595 7.45100 7.41043 8
27 4.85226 4.85562 4.82825 8
27.5 3.15807 3.16029 3.14187 8
28 2.05291 2.05438 2.04200 8
F2. 13.05= A = 134512813 5 y(L) O (%FR)

A 13.05 13.1 13.15 13.2 13.25 13.3 13.35 13.4 13.45
y(2) 10.360799|0.348031 |0.335698 |0.323787 | 0.312284 | 0.301175|0.290448 | 0.280090 | 0.270090
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